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Disclaimers

Please note this session will only
cover general information,
research and insights relating to
the victim-survivor experience of
Al-enabled crimes.

This session will cover topics
surrounding mental health, suicide
and abuse that may be triggering for
some individuals. Please ensure to
do what is right for you, including
disengaging from this talk and
contacting your local helpline.

None of the information provided
to you during this session is
intended to offer legal, financial,
business, information technology,
or any other professional advice.



About Me

A 3 * Cyber Criminologist

POWER ' ‘ * Digital and tech safety public

it ' speaker

* Co-founder of the tech
consultancy eiris

* Academic at the University of
New South Wales

* Asia-Pacific Affiliate for global
non-profit All Tech Is Human
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 Definitions and overview of current and emerging trends of
Al-enabled harms

e EXperiences of victim-survivors across the UK and Australia
and associated impacts as a result of Al-enabled crimes

* Ways forward and considerations for stakeholders \ |,
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why Is this important?
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While artificial intelligence has been around since the 1950's, the permeation of more recent
forms (i.e. generative Al such as ChatGPT) in our lives has allowed for an increase in
cybercrime.



what Is generative Al?




what harms??

CYBERSECURITY
DEEPFAKES CYBERSTALKING  DISINFORMATION THREATS SCAMS AND FRAUD




what are the impacts?

TECHNOLOGY
FACILITATED
GENDER BASED HARMFUL
HALLUCINATIONS SENTIENCE
VIOLENCE NARRATIVES PRIVACY BREACHES
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Case Study

USING Al CHATBOTS TO LURE STRANGERS TO STALKING VICTIM'S HOME

A Man was using platforms such as Crushon.Al to create his own chatbots and
Impersonate his victims. The victim'’s personal details were leaked on these chatbots
which encouraged strangers to come to her home. Crushon Al is one of several
applications that use Al to recreate an image so that the person is hude. Majority of the
services work on women and result in blackmail and extortion. In December 2024

Crushon.Al recorded 27.81 million visits with this number increasing each month. Over 75%
of the users are males between the ages of 18 to 34.

While these types of Al platforms encourage creativity, they do not protect privacy.

Sources: Similarweb
(2025)
The Guardian (2029)



https://www.similarweb.com/website/crushon.ai/
https://www.theguardian.com/technology/2025/feb/01/stalking-ai-chatbot-impersonator

Consideragtions

* Ongoing upskiling In relation to artificial intelligence,
safety and governance
* Familiarisation with new Al applications, games, services
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B * Centering the victim-survivor experience with empathy,

compassion and justice
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\s /  Advocating for legislative reform and intersectional

\ / policies that support victim-survivors
* Supporting preventative solutions that identify risks
pbeforenand
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Thank Youl

m linkedin.com/company/eirisau

WWW EIRIS.CO )

@eiris_au
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